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I. INTRODUCTION

1. In October 1994, Congress passed and the President signed the
Communications Assistance for Law Enforcement Act ("CALEA").' The Act \vas designed
to respond to rapid advances in telecommunications technology and eliminate obstacles faced
by law enforcement personnel in conducting electronic surveillance. For purposes of this
Notice of Proposed Rulemaking ("NPRM"). "electronic surveillance" is defined as "both the
interception of communications content (\viretapping) and the acquisition of call-identifying
information (dialed-number information) through the use of pen register devices and through
traps and traces. "" While telecommunications carriers have been required since 1970 to
cooperate with law enforcement personnel in conducting electronic surveillance,3 CALEA for
the first time requires telecommunications carriers to modify and design their equipment.
facilities, and services to ensure that authorized ekctronic surveillance can be performed.
These modifications must be achieved by October 2.\ 1998.~ CALEA also imposes

I Communications Assistance for Law Enforcement Ace Pub. L. No. 103-414, 108 Stat. 4279 ( 1994)
(codified as amended in sections of J8 USc. and -n USC)

2 U.S. Congress, Office of Technology Assessment. Electronic Surveillance in a Digital Age, OTA-BP-ITC­
149 (Washington, DC: U,S. Government Printing Office, July 1995). Pen registers capture call-identifying
information for numbers dialed from the facility that IS the subject of lawful interception (i.e .. outgoing calls).
while trap and trace devices capture call-identifying information for numbers received by the facility that is the
subject of lawful interception (i.e .. incoming calls) H.R Rep. No. 103-827. I03d Cong.. 2d Sess .. pt. I. at 26
(1994 ).

) See infra paras. 2-4 for a discussion of the electronic surveillance statutes enacted betore CALEA

447 U.S.c. § 1001 at note. But see 47 U.s.c. ~ 1006(c) (permitting a telecommunications carrier proposing
to install or deploy, or having installed or deployed. any equipment. facility or service prior to October 25. 1998
to petition the Commission for one or more extensions of the deadline for complying with CALEA·s capability
requirements). Any extension granted under Section 1006 may extend no later than October 24. 2000. 47



S U.S. Const. amend. IV.

(, 47 USc. § 229.

II. BACKGROUND
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The right of the people to be secure in their persons. houses, papers, and effects. against
unreasonable searches and seizures. shall not be violated, and no Warrants shall issue, but upon
probable cause. supported by Oath or affirmation, and particularly describing the place to be
searched. and the persons or things to be seized.

In the Federal Bureau of Investigation's ("FBI's") Implementation of Section I09 of the Communications
Assistance for Law Enforcement Act~ Rules and Regulations, 62 FR 13307 (1997), the FBI released rules
implemt::nting reimbursement regulations. (n the FBI's Second Notice of Capacity, Notice of Proposed
Rulemaking, 62 FR 1902 (1997), the FBI requested comment on detennining electronic surveillance capacity
requirements required by Section 104 of the Communications Assistance for Law Enforcement Act (CALEA)
Finally. in tht:: FBI's Implementation of Section 109 of the Communications Assistance for Law Enforcement
Act: Request for Comment on "Significant Upgrade" and "Major Modification," Advanced Notice of Proposed
Rulemaking. 61 FR 58799 (1996), the FBI requested comment on the definitions of these key statutory terms.

2. The Fourth Amendment to the United States Constitution protects citizens
against unreasonable searches and seizures.x Prior to 1967, electronic surveillance was not

A. THE FOURTH AMENDMENT AND PRE-CALEA LEGISLATION

responsibilities on the Attorney (Jeneral of the United States, equipment manufacturers.
providcrs of telecommunications support services. standards setting bodies. and the
Co.nmission. Various amcndments to Title 18 of the United States Code and the
Communications Act of 1934 ("the Communications Act")5 were enacted as part of CALE/\..
In particular. new Section 229 of the Communications Act states that the Commission "shall
prescribe such rules as are necessary to implement the Communications Assistance for Law
Enf(Jrccment Act."o This proceeding focuses on the responsibilities imposed specifically upon
the Commission by CALEA. The rules that this Commission will adopt in this proceeding
\vill affect vital law enforcement interests. As a consequence. the Federal Bureau of
Investigation was consulted during the preparation of this NPRM. 7 This NPRM proposes, and
seeks comment on, rules that this Commission should adopt to implement CALEA, and
requests interested parties to submit proposed rules to implement CALEA.

usc ~ I006(c)(3).

, 47 USc. § 151 ~ seq.
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considered a search and seizure for purposes of the Fourth Amendment.'! In 1967, the
Supreme Court held in Katz v. United States,IO that electronic surveillance constituted a search
and seizure for purposes of the Fourth Amendment, and that the conversations of individuals
subjected to such eavesdropping were protected by the Constitution. I I [n an etfort to balance
the interests of both privacy and law enforcement. Congress responded in 1968 by enacting
the tirst electronic surveillance legislation ("196X Act").'c The 1968 Act established a judicial
process by which law enforcement otfici;ds could obtain a court's authorization to conduct
electronic surveillance. The /968 Act also prohibited the lise of electronic surveillance by
private individuals. 13

3. In 1970. the United States Court of Appeals for the Ninth Circuit held that the
1968 Act did not require carriers to provide technical support needed to conduct judicially
approved interception of wire communications. nor did the J968 Act give courts the authority
to compel such action. 14 Congress slloseqllently amended the J 968 Act to require carriers to
"fumishthe applicant [requesting electronic surveillance] forthwith all information. facilities.
and technical assistance necessary to accomplish the interception."j; During 1986. Congress
enacted electronic surveillance legislation that encompassed emerging services and
technologies,lil such as electronic mail. cellular phones. and paging devices. 17

" See Olmstead v. United States, 277 U.S. 438. 466 (1928) (holding that wiretap interception of telephone
conversations without trespass and without the physical seizure of any material object did not fall within the
confines of the Fourth Amendment). But see id. at 478 (dissenting opinion of Justice Brandeis) ("[t]o protect.
that right [the right to be let alone]. every unjustifiable intrusion by the government upon the privacy of the
individual. whatever the means employed. must b-: ,kell1-:d a vlOlatlLln ur the Fuurth Amendment").

111 389 U.S. 347 (1967).

11 & at 353 ("[t]he Government's activities in electronically listening to and recording the petitioner's \\ords
violated the privacy upon which he justifiably relied while using the telephone booth and thus constituted a
'search and seizure' within the meaning of the FOUrlh Amendment").

12 Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No. 90-351. 82 Stat. 212 (1968).

13 See H.R. Rep. NO.1 03-827. 103d Cong., 2d Sess. pt. l. at II (1994).

1-1 Application of the United States for Relief. 427 F.2d 639. 643-44 (9th Cir. 1970).

l' 18 U.S.c. § 2518(4).

1" Electronics Communications Privacy Act of 1986. Pub. L. No. 99-508. 100 Stat. 1872 (1986). "Electronic
communication" is defined as:

any transfer of signs, signals. writing, images, sounds, data, or intelligence of any nature
transmitted in whole or in part by a wire. radio. electromagnetic. photoelectric or photooptical

4
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4. Section 705 of the Communications Act iX prohibits persons assisting in
receiving or assistll1g in transmitting radi~L or interstate or foreign wire, communications from
divulging or puhli<;hing "the existence, c~Jntents, substance, purport, effect, or meaning" of
such communication. I') Section 705. howe,·er. contains an exception to that prohibition for
disclosures Lluth<li'ized by Title 18 of the ( nited States Code. As a general matter. Title 18
only authorizes providers of wire or electronic communication services to assist law
en!(Jrcement otIicials in intercepting communications or conducting electronic surveillance in
certain felony cases"O when a law enforcement agency gives the service provider a court order.
signed by a judge of competent jurisdiction, authorizing such interception." 1 Providers of wire
or electronic communications must assist law ent"(Jrcement officials when presented with such
an order."2 The unauthorized conduct of electronic surveillance is, however. a felony. 23 1n

system that affects interstate or foreign commerce. but does not include -

(A) any wire or oral communication;
(B) any communication made through a tone-only paging device;
(C) any communication from a tracking device (as defined in section 3117 of [Title 18]).

Id.

17 See H.R. Rep. No. 103-827, 103d Cong., 2d Sess .. pt. 1, at 12 (1994).

IS 47 U.s.c. ~ 605(a).

'" It has generally been the Commission's policy to refer alleged violations of Section 705 to the Department
of Justice ft)r investigation and action. See, ~., Inquiry into Alleged Improper Activities by Southwestern Bell,
Report and Order, 82 FCC 2d 322 (1980). Divulging, for purposes of Section 705, includes transmitting a
message to a third person without the consent of the sender. See United States v. Gruber, 123 F.2d 307, 309 (2d
Cir. 1(41).

21, 18 USc. ~ 2516(1) (enumerated offenses include murder. kidnapping, robbery. and extortion).

-, 18 U.s.c. S 2518. Under certain circumstances, a telecommunications carrier may assist in conducting
electronic surveillance without a court order if a law enforcement official. specially designated by the appropriate
prosecuting office. reasonably determines that an emergency situation exists. Such circumstances must meet the
following criteria: (1) the nature of the emergency Involves immediate danger of death or serious physical
injury. conspiratorial activities threatening the national security. or conspiratorial activities characteristic of
organized crime: (2) there are grounds that support the issuance of a court order: (3) there is not sufficient time
available to obtain a court order: and (4) ap application tor a court order is made within 48 hours after the
Interception has occurred. & at § 2518(7).

18 Us.c. ~ 2518(4).

- 18 U.S.C. ~ 2511(4).

5
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addition, persons whose communications are unlawfully intercepted. disclosed. or used may
tile a civil action. against persons who perform unauthorized electronic surveillance to recover
damages. attorneys' fees. and court costs. c~

B. CALEA

5. When it passed CALEA. Congress sought to balance three important policies:
"(1) to preserve a narrowly focused capability for Jaw ent()rcement agencies to carry Ollt
properly authorized intercepts; (2) to protect privacy in the face of increasingly powerful and
personally revealing technologies; and (3) to avoid impeding the development of new
communications services and technologies."" Congress passed CALEA to preserve the ability
of law enforcement ot1icials to conduct authorized electronic surveillance in the face of the
recent, rapid technological changes in telecommunications that threaten their abil ity to
intercept communications. 26 Congress cited 183 cases in which new technology in
telecommunications had impeded the ability of law enforcement officials to conduct electronic
surveillance. 27 Call forwarding. three-way conferencing. voice recognition calling. digital
features, and cellular services were specitically identitied as making electronic surveillance
dit1icult or impossible to conduct. 2X

6. In addition to the proliferation of services currently offered. the increase in the
sheer number of service providers further complicates dtorts to conduct the authorized
implementation of electronic surveillance. 2'1 While carriers have been required since 1970 to
cooperate with law enforcement officials' efforts to conduct court-authorized electronic
surveillance. the question of whether carriers have an affirmative obligation to design or
modify their systems to accommodate such surveillance has never been adjudicated.'"
CALEA for the first time imposes such an affirmative obligation upon telecommunications
carriers.

24 18 U.S.c. § 2520.

2' H.R. Rep. No. 103-827, 103d Cong.. 2d Ses' .. pt. I. at 13 (1994).

26 140 Congo Rec. H-10779 (daily ed. October 7. 1994) (statement of Rep. Hyde).

27 Id. See also 140 Congo Rec. H-l 0780 (daily ed. October 7. 1994) (statement of Rep. Edwards 1.

28 See 140 Congo Rec. H-I0781-83 (daily ed. October 7. 1994) (statements of Rep. Fields and Rep Oxley).

29 H.R. Rep. No. 103-827, 103d Cong., 2d Sess.. pt. L at 15 (1994).

30 See H.R. Rep. No. 103-827, 103d Cong., 2d Sess.. pt. I. at 13 (1994).

6
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1< ,,:(7 U.s.c. § I002(b)(l)(A).
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1• .+7 U.S.C. § 1002(a)(2)(B).

n 18 U.S.c. § 2511(4).

7. CALEA contains numerous provisions designed to protect privacy inten:sts
within the context of court-authorized electronic surveillance. For example, Section 105
requires that access to call-identifying information available at a carrier's switching premises
occur only in accordance with lawful authorizatIOn alld the at1irmative intervention of an
employee of the carrier acting in accordance with regulations prc::>cribed by the Commission.' I

Section 207 of CALEA also increases the requirements with which I&w enforcement otticials
must comply to obtain electronic mail and other transactional data by requiring that a court
order be presented. rather than the administrative subpoena that formerly sufficed.': In
addition. Sections 202 - 204 of CALEA extend the privacy protection of existing electronic
surveillance legislation to cordless phones and certain data communications transmitted by
radio.'J Section I03(a)(2)( B) of CALEA also prohibits the use of pen registers and trap and
trace devices to obtain information that tracks and locates targeted subscribers; location
information, however, determined from the telephone number may be used. J4

;: 18 USc. § 2703.

; I 4.7 U.s.c. § 1004. "Call-identifying information" is defined as "dialing or signaling information that
identities the origin, direction, destination, or termination of each communication generated or received by a
subscriber by means of any equipment facility. or service of a telecommunications carrier." 47 U.S.c. §
100 I (2). For voice communications, call-identifying information typically includes the electronic pulses. audio
tones. or signaling messages transmitted as calls are routed through the carrier's network. H.R. Rep. No. 103­
827. I03d Cong.. 2d Sess .. pt. I. at 21 (1994)

8. Other provisions of CALEA are designed to ensure that the legitimate needs of
law enforcement officials do not unduly interfere with the technological development of the
telecommunications industry. For example. Section 103 explicitly provides that law
enforcement agencies or officers cannot require that telecommunications carriers' networks
include "any specific equipment, facilities. services. features, or system contigurations it35 nor
can law enforcement officials prohibit carriers from using any specific design for their
networks. 1h In addition, Section 107 requires the Anorney General to consult with
appropriate associations and standards-setting organizations, as well as telecommunications
carriers. in the development of the technical standards that will ensure compliance with
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CALEA's capability requirements.;'
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Q. CALEA assigns certain responsibilities to the Commission and permib it. at its
discretion, to assume others.'s In this NPRlv1, \ve proposl' rules to implement the
Commission's assigned responsibilities that include: (I) establishing regulations for
telecommunications personnel on hu"v to administer interceptions and (2) revievving carrier
petitions requesting the Commission's determination that compliance with CALEA's
electronic surveillance capability requirements is not reasonably achievable. We also consider
whether. and if so. how. to imrlemcnt discretion~lr\ responsibilities placed on this
Commission by CALE.!\. tbat include: (I) defining \\110 is a telecommunications carrier ItH'
purposes of CALEA (2) establishing technical requiremenh or standards for compliance with
CALEA's electronic surveillance carability requireml.'nts:" and (3) reviewing carrier petitions
seeking extension of the October 25. 199X compliance date for Section 103 of CALEA.

III. DISCUSSION

A. DEFINITION OF TELECOMMIINICATIONS CARRIER

1. Background

10. The Telecommunications Act ot jYYb'· amended the Communications Act to
provide new definitions of certain terms that are also used in CALEA. Section 102(8) of
CALEA defines a "telecommunications carrier" to be "a person or entity engaged in the
transmission or switching of wire or electronic communications as a common carrier for
hire."~1 Section 3(10) of the Communications Ad. as amended. detines a "common carrier"
as "any person engaged as a common carrier for hire. ,,~" Courts have held that the detinition
of a common carrier in the Communications Act is not dispositive in determining who is

17 47 USc. § 1005(3)(21. See also infra para. 39 for a furrher discussion of Section 103 anJ the stanJarJs­
setting process.

;~ See CALEA § 301(a). 47 USc. §~~9(a).

,') See discussion infra at ~ 40.

41) The Telecommunications Act of J996. Pub. L. No 104-) 04. 110 Stat. 56 ( 1996) (" 1996 Act"!

41 47 U.S.c. § 1001(8).

42 47 U.S.c. § 153(10).

8
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·.+7 USc. § 1001(8)(B)(i).
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", .!sL at 64 1.

-1< .!sL at 642.

acting as a common carrier. 4J The ('ourts have focused on the "quasi-public character implicit
in the common carrier concept."44 by holding that a common carrier is one that holds itself out
to serve the public indiscriminately. +' Absent a legal requirement to act as a common carrier,
an entity is not ~i common carrier "if its practice is to make individualized decisions, in
particular cases. where and on what terms to deal."46 Over the last twenty years, the
Commission has made determinations of what is and what is not a common .::arrier for
purposes of the Communications AC1.

47

r See.~, Matter of Radio Location Service. Docket No. 16106, Report and Order, 5 FCC 2d 197,202
( 1966). For judicial interpretations of the Commission's definition of common carrier, see NARUC I at 640:
525 F2d 630, 640 (D.C Cir.), cerro denied, 425 U.S. 922 (1976); National Association of Regulatory Utilitv
Commissioners v. Federal Communications Commission, 533 F.2d 601 (D.C Cir. 1976) ("NARUC II"); and
Wold Communications. Inc. V. FCC 735 F.2d 1465, 1474-5 (D.C. Cir. 1984).

II. Section 102(8) of CALEA defines a "telecommunications carrier" to include "a
person or t:ntity engaged in the transmission or switching of wire or electronic
communications as a common carrier for hire. ,,4X Under Section 102(8), telecommunications
carrier also includes "a person or entity engaged in providing commercial mobile service. ,,4<'

Section I02(8)(B)(i) references the definition of "commercial mobile service" set forth in
Section 332(d) of the Communications Act. Under Section 332(d), to be classified as a
provider of commercial mobile service, an entity must offer: (I) a mobile service; (2) that is
provided for profit; and (3) that makes interconnected service available to the public. 50

Interconnected service means service that is interconnected with the public switched

43 Federal Communications Commission v. Midwest Video Corp., 440 U.S. 689, 705 (1979); National
Association of Rel!ulatory Utility Commissioners v. Federal Communications Commission, 525 F.2d 630. 640
(DC CiLl. cert. denied, 425 U.S. 922 (1976) ("NARUC I").

", '+7 USc. ~ 332(dXI). "A person engaged in the provision of a service that is a commercial mobile
senil:e shall. insot~u as such person is so engaged. be treated as a common carrier for purposes of this Act
[Communications Act]. except for such provisions of title 1/ as the Commission may specify by regulation as
inapplicable to that service or person." & at § 332(c)( I )(A).
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network.'1 Private mobile service, on the other hand, is defined as "any mobile service ...
that is not a commercial mobile service or the h.l11ctional equivalent of a commercial mobile
service. ,,52 A person engaged in pri vate mohile service cannot be treated a:-, a common carrier
for "any purpose" under the Communications /\ct.'; Section 20.9 of our rules ddines those
mobile service providers that are common carriers and are regulated as commerci::.j mobile
radio service providers.'~

12. Section 102(8) of Cr\LEA grants the Commission some discretion in
interpreting the meaning of the phrase "telecommunications carrier. ,,'5 The ddinition of
"telecommunications carrier" includes persons providing wire or electronic switching or
transmission to the extent the Commission finds that such service is "a replacement for a
substantial portion of the local telephone e.\.change service and that it is in the public interest
to deem such a person or entity to he a telecommunications carrier for purposes of
[CALEA]."56 The legislative history of C;\LEA provides additional guidance in determining
what entities should he classified as telecommunications carriers for purposes of CA.LEA:

The bill makes it clear that all telecommunications carriers will
cooperate and assist in the interception of communications
for law enforcement. The definition of "telecommunications
carrier" includes such service providers as local exchange
carriers, interexchange carriers. com pctiti VI.? access
providers (CAPs), cellular carriers. providers of personal
communications services (peS), satellite-based service
providers, cable operators. and electric and other utilities
that provide telecommunications services liJr hire tu the
public, and any other wireline or wireless service for hire to the
public. 57

,I 47 USc. § 331(d>(2).

,~ 47 USc. § 332(d)(3).

'347 USc. ~ 331(c)(1).

q 47 C.F.R. § 20.9.

" 47 USc. § 1001(8).

'<047 USc. § 1001(8)(B)(ii).

,7 See 140 Congo Rec. H-I0779 (daily ed. October 7, \(94) (statement of Rep. Hyde). See also H.R. Rep.
103-827, 103d Cong., 2d Sess., pt. I, at 20 (1994).

10
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13. Section 102(8) also permits !he Commission to exclude from its requirements
"any class or ca1l:gory of telecommunications carriers that the Commission exempts by rule
aiter consultation with the Attorney Gener:d."'x In addition. Section 102(8) explicitly
excludes ['wm the definition of telecommunications carrier any persons or entities insofar as
thi:Y provide exclusively information services. Information services specifically excluded
fr~)m CAr ,EA include inti.)fmation storage services. electronic publishing, and electronic
messaging services. ") We note. however. that \vhile CALLA excludes providers of
information services from the requirement that they modify their networks in accordance with
regulations promulgated by the Attorney (jenera!' CALEA does not exclude providers of
information services hom the duty to provide law entl)rCement personnel with interceptions in

I I,l)response to a court ore er.

14. Section 601 ofthe 1996 Act provides. however, that the 1996 Act will have no
implied effect upon existing federaL state or local law when it states that "[t]his Act and the
amendments made by this Act shall not be construed to modify, impair, or supersede Federal,
State. or local law unless expressly so provided in such Act or amendments. ,,6 I No specific
reference to CALEA is made in the 1996 Act. As amended by the 1996 Act. th~

Communications Act defines "information services" as "the offering of a capability for

's 47 USC ~ IOOI(8)(C)(ii). Pursuant to 28 C.F.R ~ 0.85(0), the Attorney General's implementation
responsibilities under CALEA have been delegated to the Federal Bureau of Investigation ("FBI"). FBI
Advanced Notice of Proposed Rulemaking. 61 Fed. Reg 58.790 (1996).

r LS.C \ IOOi(8)(C)(i) ljndc:r C:\LLA. 'inlolll1atloll sC:lvices"

(A) means the offering of a capability for generating, acquiring, storing, transforming, processing.
retrieving, utilizing. or making available information via telecommunications; and

(B) includes-
(i) a service that permits a customer to retrieve stored information from. or file

information for storage in. information storage facilities;
(ii) electronic publishing: and
(iii) electronic messaging services: but

(C) does not include any capability for a telecommunications carrier's internal management. control.
or operation of its telecommunications network.

14:. at ~ 1001(6).

See 18 U.S.C §§ 2510(12) and 2516(2). The former statute defines "electronic communications" in a
manner that includes information services. and the latter statute empowers law enforcement personnel to petition
and receive authorization to conduct interceptions of electronic communications.

ill 1996 Act, § 601(c).

II



generating, acquiring, storing, transforming. prol:t:ssing, retrieving, utilizing, or making
available information via telecommunications. and includes electronic publishing. but does not
include any use of any such l:apubility for the management, control, or operation of a
telecommunications system or the management of a telecommunications servil:e."fl' The new
definition of "information services" in the Communications Act does not enumerate as many
services as the definition contained in CAU:f\. The Communications Al:t's llew definition
specifically includes information storage servil:L's. electronic publishing, and electronic
messaging services."; In addition. unlike the Communications Act. ('J\LEA' s definition of
information services specitically excludes "any capability for a telecolllmunications carrier" s
internal management, control. or operation llf its telecommunications network. ""~ The
Communications Act also provides a different dellnition of "telecommunications carrier."
namely "any provider of telecommunications services. except that such term does not include
aggregators of tdt:communications services ,,", "Telecommunications service" is defined as
"the offering of telecommunications for a ree directly to tht: public. or to such classes of users
as to be effectively available directly to tlk' public, regardless of the facilities used."(,('
"Telecommunications." in turn. is defined t\l mean "the transmission, between or among points
specified by the user, of information of the user' s choosing. without change in the form or
content of the information as sent and recel vcd. II"~]

Federal Communications Commission FCC 97-356

2. Discussion

15. Although the canons of statutory construction generally provide that a later
enacted provision will govern an earlier enacted provisiol1,flX Section 601 (c)( 1) of the 1996 Act
specifically provides: "This Act and the amendments made by this Act shall not be construed
to modify, impair or supersede FederaL Stale ur lucallaw unless expressly su provided in
such Act or amendments," We therefore tentatively conclude that Section 601(c)(l) of the
1996 Act establishes that CALEA's definition of a telecommunications carrier was not

"247 U.s.C § 153(20). See infra para. 20 for a discussion of the impact of the 1996 Act on CALEA's
definition of information services.

b3 47 U.s.c. § 1001(6)(8).

(,447 U.s.c. § 1001(6)(C).

'" 47 U.s.c. § 153(44).

6647 U.s.c. § 1:'3(46).

67 47 U.s.c. § 153(43).

(,8 Watt v. Alaska. 451 U.S. 259, 266 (1981) (citing 2A C Sands. SUTHERLA!'<D ON STATliTES AND STArtlTORY

CONSTRUCTION, § 51.02 (4th ed. 1973)).

12
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-, 47 U.S.c. § IOOI(8)(B)(i).

,,) See 47 USc. ~ 332(c)(l)(A). See also supra para. II for a discussion of commercial mobile service
providers.
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- For a discussion on what is a telecommunications carrier. see Implementation of the Local Competition
Provisions in the Telecommunications Act of 1996 and Interconnection Between Local Exchange Carriers and
Commercial Mobile Radio Service Providers. First Report and Order, II FCC Rcd I (1996), at ~ 992.

17. We conclude that Congress intended the obligations of CALEA to have broad
applicability, subject only to the limitations in scope explicitly contained in the statute. We
propose not to adopt a specific list of carriers subject to these obligati(lns because we expect
that the types of entities subject to CALEA may change over time. We do propose, however,
including in the rules that may be adopted in this proceeding the following list as examples of
the types of entities that are subject to CALEA's requirements to the extent that they offer
telecommunications services for hire to the public:

16. We also tentatively conclude that all entjties previously identified herein as
common carriers for purposes of the Communications Act are telecommunications carriers that
are subject to CALEA. Commercial mobile service providers also fall within the CALEA' s
ddinition uf telecommunications carriers because the Communications Act states that they are
to "be treated as common carriers for purposes of this [Communications] Act,"69 and CALEA
Section 102(8)(B)(i) specifically includes commercial mobile service providers as
telecommunications carriers tor purposes of CALEA. 70 In addition, cable operators and
electric and other utilities may be subject to CALEA' s requirements to the extent that they
offer telecommunications services for hire to the public. In addition, we seek comment on a
proposal. to include within the definition of telecommunications carrier for purposes of
CALEA. any entity that holds itself out to serve the public indiscriminately in the provision
of any telecommunications service. 71 Finally, we tentatively conclude that providers of pay
telephones are not telecommunications carriers for purposes of CALEA. We seek comment
on these tentative conclusions.

modified by the 1996 Act. CALEA. enacted on October 25, 1994, was already federal iaw by
the time the 1996 Act was passed. Also, for the reasons discussed in paragraph 14, supra,
we tentatively conclude that Section 601(c)(1) of the 1996 Act establishes that CALEA's
ddinitioll of "information service" was not modified by the 1996 Act. We seek comment on
these tent8ti ve conclusions.

• local exchange carriers
• interexchange carriers
• competitive access providers
• satellite-based service providers
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72 See 47 C.F.R. § 20.9.

" See CALEA § I02(8)(B)(ii). 47 USc. § IOOI(8l(B)(ii)
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-. See 140 Congo Rec. H-10781 (daily ed. Octuber 7. 19(4) (statement of Rep. Markey).

• providers of commercial mobile radio service as set forth in Section 20.9 nf
01\r Rules72

cable operators
• electric and other utilities7

;

any other providers (d' wirelinc or wireless telecommunications service I'lr
hire to the public.

We seek comment on this propnsal and on whether the listing should include categories in
addition to those discussed above. We recognize that nl:\V entrants have a wide variety 01
business plans that call for the leasing of alL or a portion. of their network l~lCilities lwm
other carriers. As a result, we seek comment on the extent to which reseUers should be
included in CALEA' s definition of "telecommunications carrier."

n Under Section 103 of the 1996 Act. supra, the Commission ma~ determine that telecommunications
operations of public utility holding companies are exempt from certain requirements of the Public Utility Holding
Company Act of 1935 (PUHCA). See also 15 USC ~. 7') (Seetiun 103 or' the 19% Act amends ['tHCA h\
adding a new Section 33. which defines "Exempt Telecommunic,Hions Compal1\").

18. Under Section I02(8)(B)(ii) of CALLJ\. if "any person or entity engaged in
providing wire or electronic communication or switching service" is providing a replacement
for a substantial portion of local exchange service. the Commission may exercise its discretion
and classify it as a telecommunications carrier subject to CALEA. 74 We tentatively conclude
that Congress gave the Commission this tlcxibility. so that in the future. the Commission may
use Section 102(8)(B)(ii) of CALEA to include persons or entities that provide a replacement
for local exchange service in a manner that does not tit neatly into the current definition 01
telecommunications carrier. At this time. \\lthout ha\ing a sp~ciric example to considc:r. \\c
propose to decline to exercise the discretion granted in the statute to include within the
definition of telecommunications carrier, and thus make subject to the obligations CALEA
imposes on this class. specific persons or entities providing wire or electronic communication
or switching service that is a replacement lor a substantial portion of the local exchange
service. 75 We seek comment on this proposal. and ask commenters to identify any case(s) that
they believe warrant Commission action under this provision. Comments should specify the
rationale and benefits of the exercise of such discretion by the Commission.

19. Under Section l02(8)(C)(ii). the Commission may also exempt by rule. after
consulting with the Attorney GeneraL specific classes or categories of telecommunications
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:q 47 U.s.C ~ 332(c)(I)(D)(2).

sO HR. Rep. No. 103-827. 103d Cong.. 2d Sess.. pI. l. at 21 (1994).
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7<0 See CALEA § 102(8)(C)(ii). 47 U.s.C § 1001(8)(C)(iil.

:, 47 USc. § 1002(b)(2). Interconnection services and facilities are defined as "equipment. facilities. or
services that suppon the transpon or switching of communications for private networks or for the sole purpose of
interconnecting telecommunications carriers." & at ~ 1002(b )(2)(8). Such services and facilities include" ATM
[automated teller machine] networks. bankcard processing networks. automated check cleannghouse networks.
stock exchange trading networks. point of sale systems. and bank wire transfer. stock transfer and funds transfer
s;stems." H.R. Rep. No. 103-827. 103d Cong.. 2d Sess. pt I. at 23 (1994).

20. We tentatively conclude that providers of exclusively information services, such
as electronic mail providers and on-line services providers, are excluded from CALEA's
requirements and are therefore not required to modify or design their systems to comply with
CALEA. We note the Judiciary Committee's intent "not to limit the definition of
. intormation services' to such current services, but ralher to anticipate the rapid development
of advanced software and to include such software services in the definition of 'information
services. ' ,,80 Accordingly, we seek comment on the applicability of CALEA' s requirements to
information services provided by common carriers. We also note. however, that Congress
anticipated that calling features such as call forwarding, call waiting, three-way calling, speed
dialing, and the "call redirection portion of voice mail" would be subject to CALEA's

carriers. If the Commission does not exercise its discretion pursuant to section 102(8)(C)(ii),
to exclude specitic classes or categories of carriers from the obligations of CALEA, then all
specitic classes or categories would be included unk:'s the statute explicitly excludes them. 76

For example, CALEA explicitly states that the assisl<,tlCe capability obligations of Section
103 77 do not apply to information services ur to inter\.:onnection services and facilities and,
consequently. \\ie would not consider the providers of such services to be telecommunications
carriers for purposes of CALEA.n We request comment on whether the Commission should
exercise its discretion and exclude classes or categories of carriers at this time. We also
tentatively conclude that private mohile service providers are not subject to the requirements
of CALEA because, pursuant to Section 332 of the Communications Act, persons engaged in
private mobile service cannot be treated as a common carriers for any purpose under the
Communications Act. 7

'! We seek comment on this tentative conclusion. Commenters that
contend certain classes or categories of carriers should be excluded from the definition of
telecommunications carrier should explain how excluding such entities is consistent with the
intent of CALEA.

77 See infra para. 34 for a discussion of § 103.



B. CARRIER SECURITY POLICIES AND PROCEDURES

1. Background

requirements.S
! Thus. we tentatively conclude that l.:ulling features associated with telephont:

service are classified as telecommunications services for the purposes of CALEA. and carriers
offering these services are therefore required to make all necessary network modifications to
comply with CALEA. We seek comment on these tentative conclusions.

FCC 97-356Federal Communications Commission

21. Section 105 of CALEA requires a telecommunications carrier to enable the
interception of communications content or access to call-identifying information via its
switching premises. S2 This interception. however. can be executed only with: (1) the
presentation of a court order or other lawfu I authorization; and (2) the aftirmative intervention
of a carrier otlicer or employee. s, Therefllre. CALEA prohibits law enforcement agencies
from remotely activating interceptions within a carrier's sv/itching premises. S~ Under
CALEA. all interceptions require the intenention and cooperation of a designated and
authorized carrier officer or employee. S

) The ofticer or employee must act "in accordance
with regulations prescribed by the C()mmi~si(lt1 "X(

22. Section 229 of the Communications /\.ct requires the Commission to prescribe
rules to govern the policies telecommunicatiOns can'jers ;ldopr concerning the conduct of
carrier personnel called upon to assist law ~nforcement officials in implementing electronic
surveillance. Section 105 of CALEA requires a telecommunications carrier to ensure that its
officers and employees follow those rules. Section lOS states:

A telecommunications carrier shall ensure that any
interception of communications or access to
call-identifying information effected within its
switching premises can be activated only in

Xc Switching premises include both central ottiu:s Jnd mobile telephone switching offices. H.R. Rep. No
103-827, 103d Cong.. 2d Sess.. pt. I. at 26 ( 19941

X] 47 U.S.c. ~ 1004.

84 H.R. Rep. No. 103-287. I03d Cong.. 2d SeSoi. pt. I. at 26 ( 19(4)
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accordanc~ with a court order or other lawful
authorization and with the aftirmative
intavention 01 an individuai unicer or employee
cf the carrier acting in accordance with
regulations prescribed hy the Commission. x7

FCC 97-356

23. Section 229 of the Communications Act directs the Commission to prescribe
rules to implement Section 105 of CAL EA. These rules shall require carriers: (1) to establish
policies and procedures to assure that carrier employees have appropriate authorization to
activate electronic surveillance and tu prevent unauthorized surveillance (i.e., carrier security
policies): (2) to maintain records of both authorized and unauthorized surveillance (~.
recordkeeping requirements); and (3) to submit policies and procedures to the Commission for
review (i.e .. Cummission reviewj.xx

24. The Attorney General delegated her authority to meet CALEA' s responsibilities
to the Director. Federal Bureau of Investigation ("FBJ").SlJ Pursuant to CALEA Sections 104
and 106. infra, the FBI has been meeting with federal, state and local law enforcenent
officials. telecommunications carriers. providers of telecommunications support services. and
manufacturers of telecommunications equipment. to determine CALEA requirements and
standards. The Commission consulted with the FBI. wireline carriers. wireless carriers.
manutacturers and others, which shared information concerning existing carrier
implementation of lawful electronic surveillance on behalf of law enforcement officials. The
Commission also consulted with the FBI regarding the information content that carriers should
include in their records of electronic surveillance. and the reporting requirements that this
LUml11lSsion should Impose on tdecommunicatlons carriers. The mformatlOn provided by the
FBI to the Commission is reflected in the proposals set forth below.')()

2. Proposals

(a) Requirement I - Systems Security and Integrity

. ..p ISC ~ 1005.

47 L:S.C ~ 229(b). See also CALEA ~ 105.47 USC ~ 1004.

St:e Advanced Notice of Proposed Rule'naking. 61 Fed. Reg. 68.790 (1996): ~ also 28 C.F. R. 0.85(0 I.
which permits the Attorney General to delegate responsibilities to the FBI Director or his or her designee. The
FBI" ~ Tdecommunications Industry Liaison Unit and Telecommunications Contracts and Audits Unit are the
agents charged with implementing CALEA for the FBI Director and the Attorney General.

See. ~. paras. 27. and 31-33. infra.
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9) 18 U.S.c. §2516.

92 47 u.s.c. ~ 229(b)(I).
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(1) Carrier Security Policy

94 18 U.S.c. §§ 2511(1) and 2520(a).

25. Section 229 directs the Commission Itl adtlpt rules to implement Section 10.:') of
CALLA. and then to determine whether the policies and procedures established bv a carrier
with respect to the supervision and control of its of/lcers and employees involved in electronic
surveillance comply with the Commission's rules."1 l fnder the policies and procedures
established by carriers. carriers' employees are required to receive "appropriate
authorization""': prior to assisting 1,1\\ enforcement oftlcials in implementing electronic
surveillance. Appropriarc authorization could mean either: (1) the authority the c,mier needs
from a court or law enforcement offIcials [0 engage in interception activity~ or (2) the
authorization that a carrier's employee needs from the carrier to engage in interception
activity. We tentatively conclude "appropriate authorization" in Section 229(b)( 1) refers to
the authorization that a carrier's employee needs from the carrier to engage in interception
activity since this subsection refers to appropriate policies and procedures for supervision of
the carrier's own employees. We also request comment generally on the rules the
Commission should consider to implement Section lOS. the meaning of appropriate authority,
and the tentative conclusion.

91 47 U.s.c. § 229(a)-(c).

27. We note that 18 U.S.c. ~~ 2511 and 2520 provide criminal penalties and civil
remedies, respectively, against persons who are convicted of conducting illegal electronic
interceptions.94 A required element of proof for both criminal offenses and civil actions is

26. We tentatively conclude that CALE\ Section 105 imposes a duty upon each
telecommunications carrier to ensure that only lawful interceptions will occur on its premises
and that unlawful interceptions occurring on its premises are a VIOlatIOn of that duty. We also
tentatively conclude that this duty requires each telecommunications carrier to ensure that the
personnel it designates to implement and have access to interceptions will only perform those
interceptions that are authorized, and that those personnel will not reveal the existence. or the
content, of these interceptions to anyone other than authorized law enforcement personnel.
except as required by a court of competent jurisdiction or appropriate legislative or regulatory
body.9; We request comment on these tentative conclusions.



intent')' either to intercept communications iliegally,l" or to use information with the
knowledge that it was obtained through the use of an illegal wiretap.Y7 We request .::omment
on the extent to which the Section 105 duty described aboveYX extends vicarious criminal and
civil liability to a carrier if the carrier's employees arc convicted of intercepting
communications illegally. We also request comment on whether a Commission mle that
requires carriers to report all illegal wiretapping and compromises of the confidelltiality of the
interception. to the Commission and/or the affected law enforcement agency or agencies,
would modify or mitigate the carrier's liability under] 8 USc. 9~ 2511 and 2520. In this
context the term "wiretapping" refers to all forms of electronic surveillance, including traps,
traces. pen registers, Title III interceptions. and FlSA interceptions.')l) For example, the FBI
has suggested that all telecommunications carriers be required to report any violation of their
security policies and procedures to the FCC and to report any "compromise of an interception
concerning its existence to the FCC. and to the law enf()fcement agency, or agencies,
affected." IllIi

Federal Communications Commission FCC 97-356

(2) Legal Authority

28. Section 105 of CALEA defines appropriate authorization as a court order or
other lawful authorization. 101 Lawful authorization may be of two types: (l) a court order
signed by a judge directing a telecommunications carrier to provide assistance in conducting
specified electronic surveillance; or (2) a certification in writing by a designated senior law
enforcement official that no court order is necessary.t02 The latter authorization generally is
limited to emergency situations that, in the judgment of senior law enforcement officials,

'J; U.S. v. Wuliger, 981 F.2d 1497, 1501, quoted i!! Williams v. Poulos, II F.3d 271, 284 (1st. Cir. 1993);
Forsyth v. Barr, 19 F.3d 1527. 1538 (5th. Cir. 1995).

"h 18 U.s.c. § 2511 (a) and (b).

')7 18 USc. § 2511(c) and (d).

·,x See paragraph 25. supra.

"') See notes 113 and 114, infra, for detinitions of Tirle [II and F1SA. respectively.

10' See Letter from Rozanne R. WorrelL Supervisory Special Agent FB[, to Kent Nilsson. Deputy Chief of
the Network Services DiVision. Common Carrier Bureau. FCC. dated December 17, 1996, a copy of which has
been placed in the public record of this docketed proceeding

I" -+7 U.s.c. § 1004.

1112 18 U.S.c. § 2511(2)(a)(ii).
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involve danger of death, serious physical injury. ur serious criminal activity.III'

29, We tentatively conclude that appropriate kgal authurization for purposes of
CALEA encompasses what is required hy Section 2:' I X ut Title IX of the United Slates
Code. 104 The legislative history of CALE/\ contains no cungressional tinding that existing
law is inadequate to protect citizens' privacy :.lIld security rights against improper surveillance.
The FBI has stakd that the interception or wire and oral communications requires Imv
enforcement otlicials to observe requiremellts beyond those that are typical of ordinary search
warrants. III' For example. unlike must search warrants. applications from federal la\-v
\.'ntlm:ement agenc ies fur interception authuri ty req Ul r\.' the authorization of a high-level
United States Department of Justice orticial before a l inited States Attorney can apply for an
order. 1111> In addition, authorizations to federal law enforcement agencies to conduct ekctronic
surveillance must issue from a district court judge. while ordinary search warrants may issue
from a federal magistrate. 1(17 Finally. authorizatiolls for electronic surveillance are limited to
felony cases. lOS Various states have enacted cri l11inal electronic survei Ilance laws. 1,,1) hut these

Iii. See supra note 2 I for a list of circul11stal1ce:~ In which a~sistance in conducting electronic surveillance by a
telecommunications carrier may be provided lawfulh without a court order.

1"4 18 USC. § 2S18. To obtain a court order authorizing the interception of a wire, ural, or electronic
communication. a law enforcement officer must sublllit ,I IITIIte:n application to a court of competent jurisdiction.
The application must include information such as the: iJenlit\ uf the otlicer making the application, a complete:
statement of facts supporting the applicatilln, a ',l'lll"n',·:][I.>I II h~,tlwi' lltiler in\c:stigative procedurl's have hel'll
'.:·il.. ....l ~U1J L~;k'J or \.);' \\ :J\ t dPI~·\,..I.<1 t'Cd:)\,)II •.1Ui:' ,;1'''''-'...-'1_' ·'~il. ... ..:,-:U Ui" drl' ll..)i.) l1~lllg~ruu,.., to dtlL'llljH. alld .l

statement of the period of time for which the intercl'ptlon IS required. 18 USc. § 2S18( I) Ihe ludgl' m,l)
enter an ex parte order authorizing the interception upon ,I linding of probabk cause. 18 L .SC. § 251 Xl 3) I'hl'
order must specify such details as the name of the person. if knuwn, whose comlllunications are to be
intercepted. the nature and location of the comllluniccitlon'o lacilit\ cit which authority to intl'rce:pt is gramed. a
description of the communication to be interce:pted and the lIfknse to which it relates. the: identity of the agl'lH:y
authorized to intercept the cOlllmunications, and thl' period i)1 tillle JUring which such illterceptlOI1 is authorized.
18 U.S.C. ~ 2S18(4). No order authorizing inten:l'Jilio!l of ~limlllunicationslIlav remain In c:lfect lunger thall 30
days. unless a separate application for extension is grante:d !8 [.S.C ~ 25] 8(5).

10' Statement of Louis 1. Freeh, Director. Fe:de:ral BU['i:au of Invt:stigation. bc:fore: the: Su bC1i1l1 III itte~' on
Technology and the Law of the Committee on the Judlcia!"\. L'nited States Se:nate. and the SubUJIllmittec lIl1
Civil and Constitutional Rights of the Committee lll: the JudICi:lr\. \ nited States lI()us~ ()f R.:prCil'I:t'lli\l". dl ~~,

56 (March 18, 1994).

illb 18 U.S.c. § 2S16(1)

Ill? Compare 18 USc. § 2S16( I ) (electronic surveillance' I~ nh Fe:d. R. Crim. P. -II (a) (ordinary search
warrants).

IV~ See 18 U.S.c. § 2516.
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" 18 USc. ~ 2518(7)

III See supra note 2\ for a discussion of these circu~stances.
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(3) Internal Carrier Authority

laws do not grant law enforcement officials greater rights than they have under federal law.
To emphasize the importance of this fundamental reql1lrement, we propose a rule requiring
carriers to state in their internal pol icies and procedllTes that carrier personnel must receive a
court order or. under certain exigent circumstances. an order from a specially designated
investigative or law enforcement officer. before assisting law enforcement officials in
implementing electronie surveillance. IID [n addition. we propose requiring carriers to
incorporate into their policies and procedures the list of the exigent circumstances found at 18
liSe. ~ 2518(7).111 We seek comment on these proposals.

'"'' See. ~. D.C. Code Ann. ~ 13-54\ ~ ~ ( 1981): 18 Pa. Const. Stat. Anr.. ~ 570 I ~ ~ (1983).

30. Section 105 of CALEA, together with Section 229(b)( 1) of the
Communications Act requires that carriers establish internal policies and procedures
governing the conduct of ot1icers and employees \vho are engaged in surveillance activity. I Ie

We propose requiring that carriers designate specific employees, officers, or both to assist law
enforcement officials in implementing lawful interceptions. Except as provided below, we
also propose that carriers include in their internal policies and procedures a statem~nt that
only designated employees or officers may participate in lawful interception activities. We
are aware that for security reasons, carriers may prefer to restrict knowledge of lawful
interception activity to specifically designated employees. so that non-designated employees
would effectuate legal surveillance by performing routine work assigned to them in
accordance with their job descriptions. without realizing that the work involves lawful
electronic surveillance. Accordingly. we propose that non-designated employees be permitted
to effectuate certain legal surveillance work. provided that they do such work unknowingly, as
part of their routine work assignments. We seek comment as to whether such a procedure
would be consistent with CALEA's requirements. Regarding recordkeeping, we recognize
that non-designated employees frequently make routine notations to company records to
account for work performed. These notations, while necessary to provide full and complete

'Ie 47 USC. §§ 229(b)-(c). 1005: 140 Congo Rec. H-10781 (daily ed. October 7. 1994) (Statement by Rep.
Markey: "Section 105 represents a significant expansion of privacy protection for citizens everywhere. It ensures
that vviretapping technology does not become so easy as to obviate the need for telephone company participation,
which serves as a check against an end-run of the judicial system. The Energy and Commerce Committee found
this interest so compelling. that in title III of the bill we direct the Federal Communications C:)mmission to
adopt speCial rules to enforce this requirement. and to have companies submit their procedures for safeguarding
those rules with the Commission so that this preventive measure is subject to public notice and not diluted.").
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documentation, would not be suflicient t()!' the purposes of CALEA. As a rcsult. wc propose
that designated employees create separate records containing electronic surveillance
information for the purpose of guaranteeing the dkctivc supervision of electronic surveillance
work performed by nOIH.iesignated employees who do 110t know that they arc ellectuating
electronic surveillance. We seck comment on these proposals.

31. We propose that tekcommul1ications carriers' internal policies and procedurl.'s
require each employee and ofticer wl10 \\ill knO\\ingly engage in an interceptinn activity 10

sign an aftidavit containing the Co!lowing in!()l"matiul1 prior to each instance of participatloll in
a cOl11municutions interception: ( 1) [he tekphuJle llLll11bl.'t'(s) or the circuit idClltilicdtion
number(s) involved; (2) the name of each cmployee ,llld officer who effected the interception
and possessed information concerning its existence. and their respective positions within the
telecommunications carrier: (3) the start ebte and time 01' the interception; (4) the stop date
and time of the interception; (5) type of interception (e.g.. pen register, trap und truce. Titk
IlL 111 FISA); 114 (6) a copy or description or the written authorization for the employee and
officer to participate in interception activity; and (7) a statement that the employee or officer
will not disclose information about the interception to any person not properly authorized hy
statute or court order. We seek comment on these proposals. and on \vhether additional items
should be included in each aftidavit. We also seck comment on vvhether we should limit the
number of affidavits by requiring an aftidavit to he prepared only by the employee or oflicer
responsible for the interception aeri vi ry.

(b) Requirement 2 - Recordkceping

32. l:nder Section 2.29(b)\2), tl1l' lUlIll1l1Ssioll must prnmulgate rules requinng
telecommunications carriers to maintain secure and accurate records of any communications or
call-identifying information interception. whether the inkrception was with or v"ithout lawful
authorization.' 15 In other words. carriers must keep records of all interceptions. \Ve propose
that these records include the following information: ( I) the telephone number(s) and circuit
identitication number(s) involved; (:n the start date and time of the interception; (3) the stop
date and time of the interception: (..].) the identity of the law enforcement onicer presenting
the authorization; (5) the name of the judge or prosecuting attorney signing the authorization:
(6) the type of interception (e.g .. pen register. trap and trace. Title [II. FISA): and (7) the

I !.' "Title Ill" is a term of art used by law enforcement ofticials tu denote lawful electronic interception nl a
communication's content (~. wiretapping). The krm' \ historical origin is Title IIi of the Omnibus Crime
Control and Safe Streets Act of 1968. Pub. L. No l)(j-~ ~ I. 82 Stat. :; 12 ( 1968 l. codified in scatt<:n:d sections 01

18 USc.

114 Foreign Intelligence Surveillance Act of 1978. Pub L No. 95-511 (l978).

II; 47 U.S.c. § 229(b)(2).



33. We request comment on the nature of the information, if any, that
telecommunications carriers should be required by our rules to make available to law
enforcement officials upon request. Specitically, we request comment on whether our rules
should require telecommunications carriers to create and maintain an official list of all
personnel designated by the carriers to effectuate lawful interceptions, and whether carriers
should be required to designate a senior onicer or employee to serve as the point of contact
for law enforcement ot11cials. We request comment on the information that should be
included on this list, and, in particular. whether it should contain each designated employee's
name. personal identifying information (date and place of birth. social security number),
ofticial title. and contact telephone and pager numbers.

namc( s) of all telecommunications carrier personnel involved in performing, supervising, and
internally authorizing, the interception. and the names of those who possessed knowledge of
the intercertion. We further propose that such records be compiled. either contemporaneously
with each interception. or 'vvithin 4X hours of' the start of each interception, We seek commen~

on the advantages and disadvantages of each of these proposals. We note that Title 18 of the
IJnitcd States Code subjects persons engaged in unauthorized interceptions to both criminal
prosecution and civil liability.llC, We expect that the proposed record keeping rules, in
conjunction with the significant liability prescribed in the statute for unauthorized
interceptions. will give carrier personr:el sufficient incentive to assist only authorized
interceptions and will. therefore. protect users of telecommunications services against
unauthorized invasions of privacy. We also seek comment on the length of time that each
record should be retained within the custody of each telecommunications carrier. We note in
this regard that 18 LJ.S.c. ~ 2518(8)(a) provides. at a minimum, for a ten-year retention of the
intercepted communication.

Federal Communications Commission FCC 97-356

(c) Requirement 3 - Commission Review

34. Under Section 229(b)(3) of the Communications Act telecommunications
carriers must submit their security and recordkeeping policies to the Commission for
review. 117 The Commission is then required to review those policies to ensure that they
comply 'vvith our security and recorclkeeping rules. i IX CALEA may apply initially to as many

;:, 18 L.S.C. ~~ 2511(4) and 2520(a)

47 \ 'S.C ~ 229(b)(3).

il' 47 U.s.C. § 229(c).



as 3,S00 telecommunications carriers, J 1'1 although the 12 largest local exchange
carriers deliver more than 90% of the total dialing equipment minutes each year. IcU It is
conceivable that many of the small and rural telecommunications carriers subject to CALEA
requirements may never be asked to conduct electronic surveillance. In considering this
possibility, we question whether vve should impose upon ~malkr carriers the requirements \v~

impose upon larger carriers. We seek comment on ways to implement CALLA that will he
consistent with Congressional intent that \vould also reduce ('ALEA compliance bun.lt:ns on
small carriers. I: I
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35. Previously. the Commission has found that $100.000.000 or more in annual
operating revenues was the appropriate threshold t'Jr more detailed reporting requirements.
and below $100.000.000 in annual operating revenues tl)r reduced regulatory scrutiny. Icc The
Commission subsequently applied an index to the revenue threshold to account for inflation." \
If the record indicates that minimizing the hurdens incurred by small incumbent local
exchange carriers ("ILECs") in complying \vith CALLA is in the public interest we propose
defining "small telecommunications carriers" for ILECs in terms of the indexed revenue
threshold provided in 47 C.F.R. § 32.9000. so that telecommunications carriers may determine
the indexed revenue threshold annually. 12~ For carriers with annual revenues ii'om

II" Federal Communications Commissloll. eCB. Industr) Analysis Division. Ielecommllnicatiolls lndustr)
Revenue: TRS Fund Research Data. Tbl. 1 (Number ot Carriers Reporting by Type of Carrier and Type of
Revenue) (Dec. 1996) ("TRS Worksheet"). The 3.'()O telecommunications carrier includes both wireline and
wireless carriers.

I," Monitoring Report. CC Docket No. 87-33') ..11 f"lbk -I.I X (!Vla\ 1995).

',I See 140 Congo Rec. 1-1-10779 (daily ed October 7. !()l)4) ('->t,llement of Rep. Hyde).

I" Automated Reporting Requirements for Certain Class A and Tier I Telephone Companies (PaI1S 31. 43.
67 and 69 of the FCC's Rules). Report and Order. 2 FCC Rcd 5770 11987) IARMIS Order). modified on reCOIL
Order on Reconsideration. 3 FCC Rcd 6375 ( 1988 )

1,3 Implementation of the Telecommunications !\ct of 1996: Reform of Filing Requirements and Carrier
Classifications. and Anchorage Telephone I itility. Petition for Withdrawal of Cost Allocation ManuaL Order and
Notice of Proposed Rulemakine:. II FCC Red. 1171 () I 1996). at paras 10-12. fh.: ~ lOll million tiguft: originall)
contained in 47 C.F.R. § 32.11. to distinguish Cia"., A and Class B companies. was moditied to incilld.: an indc:\
(GDP-CPl) that accounts for inflation. This inde:\ IS periodically updated to account for intlation. and the
current threshold (1996) for a Class A company is SI09 million. See Commission Adjusts its Annual Threshold
to Account for Int1ation For 1996 in Accordance With Section 402 of the 1996 Telecommunications Act. Public
Notice. Report No. CC-97-21. DA 97-932 (Mav 2. 1997)

12·47 C.F.R § 32.II(e) states:
"The initial classification of a company shall be determined by its lowest annual operating revenues for

the five immediately preceding years. Subsequent changes in classification shall be made when the anllual
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operating revenues show a greater or lesser classification for five consecutive years. Companies becoming
subject to the jurisdiction of the Commission and not having revenue data for the tive immediately preceding
years shall estimate the amount of their annual revenues and adopt the scheme of accounts appropriate for the
amount of such estimated revenues."

47 C.F.R. ~ .32.9000 states:
"Indexed revenue threshold for a given year means $100 million, adjusted for inflation. as measured by

the Depmtment of Commerce Gross Domestic Product Chain-type Price Index (GDP-CPl). for the period from
October 19. 1992 to the given year. The indexed revenue threshold for a given year shall be determined by
multiplying S I00 million by the ratio of the annual value of the GDP-CPI for the given year to the estimated
seasonally adjusted GDP-CPI on October 19. 1992. The indexed revenue threshold shall be rounded to the
nearest $1 million. The seasonally adjusted GDP-CPI on October 19.1992 is determined to be 100.69."

36, We tentatively conclude that the 47 C.F.R. ~ 32.9000 indexed revenue
threshold is a reasonable demarcation point tor identifying those ILECs for which other
reporting burdens should be reduced and have tentatively concluded that such a demarcation
point should be used here. We seek comment on whether such a demarcation point should
apply tor other classifications of telecommunications common carriers such as those listed in
paragraph 17. supra (e.g .. cabk operators. competitive access providers, CMRS, etc.). We
seek comment on whether we should adopt the same threshold or a lower dollar threshold tor
streamlined tiling requirements (e.g.. as outlined above for ILECs), for those other
telecommunications carriers with CALEA obligations. as well as proposals and comments as
to \vhclt those requirements shuuld be and what threshold values this Comnlission should
adopt. Our concern, in this regard. arises from the fact that law enforcement officials must be
able to receive pen register, trap and trace, and interception services. upon request, from all
telecommunications carriers subject to CALEA' s requirements. We note that smaller and

FCC 97-356Federal Communications Commission

telecommunications uperations exceeding that threshold, we propose to require individual
tilings with this Commission that contain detailed statements of the policies. processes. and
procedures that each carrier \viil use to cOl11pl~/ wilh the requirements that are imposed by
C:\UA and by the rules that this Commission will adopt to implement CALEA. We further
propose to permit any ILEe \\ith annual operating revenues from telecommunications services
oj' less than the threshold tu elect either: (I) to file a statement describing its security policies.
processes. and procedures: or (2) to certify that it observes procedures consistent with our
prescri bed systems security rules. Those I LEes that do not choose to certify compliance with
CALLA's requirements must submit their policies and procedures to the Commission for
individual review. We s<.:ek comment on whether such an approach would be consistent \vith
the objectives of CAL EA. and we invite alternative proposals that would effectively and
dficiently achieve CALEA' s objectives as well as comment on those proposals. Parties
making such proposals should do so in their initial comments to permit other parties to
respond in their reply comments.


